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!"#$%!&'(!&)**! !&!

!"#$%&"'!(&)*+&$,*-.!/-0,+&*1!&"!21$-+)3#0-!

4,&%.&"'!#!5-#%*61!#".!7-)&%&-"*!21$-+!!08)1)*-9!:&*6!;,*89#*-.!28%%-0*&<-!

;0*&8"!

!=-0,*&<-!/,99#+1!

+,-.!/"01#"2!.$34540.64(!0%.!$57.#!.$34540.6!$368#,4.4!"!9"#,.05!3:!;,9.#4.!8"#0,$,8"/04!<!

8#,9"0.!:,#64(!/3/"8#3:,04(!=39.#/6./04(!,/;,9,;1"24(!8#3$.44.4(!"/;!$57.#!;.9,$.4!>$36810.#4(!

43:0?"#.(!"/;!$3661/,$"0,3/4!0.$%/323=,.4@!<!0%"0!,/0.#"$0!:3#!6120,82.!81#834.4A!!B3;"5!,/!

$57.#48"$.(!,/0.22,=./0!";9.#4"#,.4!.C823,0!912/.#"7,2,0,.4!"/;!$#."0.!,/$,;./04!0%"0!8#38"="0.!"0!

6"$%,/.!48..;4!03!40."2!,;./0,0,.4(!#.431#$.4(!"/;!";9"/0"=.A!!B%.!#,4,/=!93216.!"/;!9,#12./$.!

3:!0%.4.!"00"$-4!%"9.!0%.!830./0,"2!03!;.=#";.!31#!.$3/36,$!$"8"$,05!"/;!0%#."0./!7"4,$!

4.#9,$.4!0%"0!1/;.#8,/!31#!63;.#/!?"5!3:!2,:.A!

B%,4!;,4$144,3/!8"8.#!.C823#.4!0%.!,;."!3:!"!%."20%5(!#.4,2,./0!<!"/;!:1/;"6./0"225!63#.!4.$1#.!

<!$57.#!.$34540.6!3:!0%.!:101#.(!,/!?%,$%!$57.#!8"#0,$,8"/04(!,/$21;,/=!$57.#!;.9,$.4(!"#.!"72.!

03!?3#-!03=.0%.#!,/!/."#"#."2!0,6.!03!"/0,$,8"0.!"/;!8#.9./0!$57.#!"00"$-4(!2,6,0!0%.!48#.";!3:!

"00"$-4!"$#344!8"#0,$,8"0,/=!;.9,$.4(!6,/,6,D.!0%.!$3/4.E1./$.4!3:!"00"$-4(!"/;!#.$39.#!03!"!

0#140.;!40"0.A!!F/!0%,4!:101#.!$57.#!.$34540.6(!4.$1#,05!$"8"7,2,0,.4!"#.!71,20!,/03!$57.#!;.9,$.4!,/!

"!?"5!0%"0!"223?4!8#.9./0,9.!"/;!;.:./4,9.!$31#4.4!3:!"$0,3/!03!7.!$33#;,/"0.;!?,0%,/!"/;!

"63/=!$3661/,0,.4!3:!;.9,$.4A!!G3?.#!,4!;,40#,710.;!"63/=!8"#0,$,8"/04(!"/;!/."#"#."2!0,6.!

$33#;,/"0,3/!,4!./"72.;!75!$367,/,/=!0%.!,//"0.!"/;!,/0.#38.#"72.!$"8"7,2,0,.4!3:!,/;,9,;1"2!

;.9,$.4!?,0%!0#140.;!,/:3#6"0,3/!.C$%"/=.4!"/;!4%"#.;(!$3/:,=1#"72.!832,$,.4A!

B3!,2216,/"0.!41$%!"!$57.#!.$34540.6!,/!"$0,3/(!3/.!6,=%0!233-!"0!03;"5H4!8#"$0,$.!-/3?/!"4!!!

I$3/0,/1314!63/,03#,/=(J!,/!?%,$%!4540.6!6"/"=.#4!14.!"!9"#,.05!3:!43:0?"#.!8#3;1$04!03!

"1036"0,$"225!;.0.$0!"/;!#.83#0!-/3?/!4.$1#,05!912/.#"7,2,0,.4!,/!/.0?3#-!/3;.4A!!F/!436.!

$"4.4(!4540.6!6"/"=.#4!:1#0%.#!$3/:,=1#.!0%.,#!4540.64!03!"1036"0,$"225!#.6.;,"0.!;.0.$0.;!

4.$1#,05!;.:,$,./$,.4A!!B3!3::.#!"/!"/"23=5(!$3/0,/1314!63/,03#,/=!,4!03!"!%."20%5!$57.#!

.$34540.6!"4!463-.!;.0.$03#4!"/;!48#,/-2.#!4540.64!"#.!03!"!I46"#0J!71,2;,/=A!

K0!0%.!30%.#!./;!3:!438%,40,$"0,3/!,/!0%.!3#;.#25!6"/"=.6./0!3:!"!$3682.C!4540.6(!?.!;#"?!

,/48,#"0,3/!:#36!0%.!%16"/!73;5H4!,661/.!4540.6A!!B3!8",/0!"!8,$01#.!0%"0!6,##3#4!0%.!73;5H4!

"7,2,05!03!;.:./;!,04.2:!,4!$3682.CA!!F0!6,=%0!,/$21;.!2"5.#.;!;.:./4.4!"/;!$31/0.#6."41#.4!0%"0!

?3#-!,/!0"/;.6L!48.$,"2,D.;!#32.4L!83?.#:12!6.0%3;4!:3#!#"8,;25!,;./0,:5,/=!"00"$-.#4L!41#=.!

$"8"7,2,0,.4L!"/;!0%.!"7,2,05!03!2."#/!"/;!#"8,;25!";"80A!!K!$368"/,3/!"/"23=5!6"5!7.!6";.!03!

0%.!8172,$!%."20%!4540.6!"/;!0%.!M./0.#4!:3#!N,4."4.!M3/0#32!"/;!G#.9./0,3/!>MNM@A!!O.#.(!$57.#!

.E1,9"2./0!:1/$0,3/4!6,=%0!,/$21;.!0%#."0!"/;!,/$,;./0!?"0$%(!;"0"!;,44.6,/"0,3/(!0%#."0!

"/"254,4(!,/0.#9./0,3/!#.$366./;"0,3/4(!"/;!$33#;,/"0,3/!3:!8#.9./0,9.!"$0,3/4A!

K1036"0,3/!,4!3/.!3:!0%#..!,/0.#;.8./;./0!71,2;,/=!723$-4!3:!"!%."20%5!$57.#!.$34540.6(!"23/=!

?,0%!,/0.#38.#"7,2,05!"/;!"10%./0,$"0,3/A!!K1036"0,3/!$"/!,/$#."4.!48..;!3:!"$0,3/(!380,6,D.!

;.$,4,3/!6"-,/=(!"/;!."4.!";380,3/!3:!/.?!4.$1#,05!43210,3/4A!!K!%."20%5!$57.#!.$34540.6!

6,=%0!.68235!"/!"1036"0,3/!40#"0.=5!3:!:,C.;(!23$"2!;.:./4.4!41883#0.;!75!637,2.!"/;!=237"2!

;.:./4.4!"0!6120,82.!2.9.24A!!P1$%!"!40#"0.=5!$312;!./"72.!0%.!$57.#!.$34540.6!03!4140",/!,04.2:!
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!"#$%!&'(!&)**! !'!

"/;!41883#0.;!6,44,3/4!?%,2.!:,=%0,/=!0%#31=%!"00"$-4A!!Q1#0%.#(!,0!$312;!./"72.!0%.!.$34540.6!

03!$3/0,/131425!40#./=0%./!,04.2:!"=",/40!0%.!$57.#!.E1,9"2./0!3:!"103,661/.!;,43#;.#4A!

F/0.#38.#"7,2,05!$"/!7#3";./!"/;!40#./=0%./!$322"73#"0,3/(!$#."0.!/.?!,/0.22,=./$.(!%"40./!"/;!

48#.";!2."#/,/=(!"/;!,68#39.!4,01"0,3/"2!"?"#./.44A!!B%,4!8"8.#!834,04!0%#..!058.4!3:!

,/0.#38.#"7,2,05!<!4.6"/0,$!>,A.A(!4%"#.;!2.C,$3/!7"4.;!3/!$3663/!1/;.#40"/;,/=@(!0.$%/,$"2(!

"/;!832,$5!<!"4!:1/;"6./0"2!03!,/0.=#"0,/=!;,48"#"0.!$57.#!8"#0,$,8"/04!,/03!"!$368#.%./4,9.!

$57.#!;.:./4.!4540.6A!!F0!.C"6,/.4!%3?!0%.!$57.#4.$1#,05!$3661/,05!%"4!"$%,.9.;!436.!."#25!

41$$.44.4!75!.C82,$,025!4.8"#"0,/=!0%.!6"/"=.6./0!3:!4.$1#,05!,/:3#6"0,3/!:#36!0%.!

6"/"=.6./0!3:!4.$1#,05!:1/$0,3/4!,/!"/!"88#3"$%!$"22.;!4.$1#,05!$3/0./0!"1036"0,3/A!!P1$%!

41$$.44.4!,/$21;.R!;.9.238,/=!/"6,/=!$3/9./0,3/4!"/;!4%"#.;!2,404!"/;!$"0"23=4!3:!0%.!

:1/;"6./0"2!.2.6./04!0%"0!?.!,;./0,:5!%.#.!"4!0%.!.$34540.6L!$#."0,/=!"/;!14,/=!6"$%,/.!

#.";"72.!2"/=1"=.4!"/;!:3#6"04!:3#!.C8#.44,/=!4.$1#,05!832,$,.4!3#!./$3;,/=!4.$1#,05!

0#"/4"$0,3/4L!"/;!;.9.238,/=!"/;!14,/=!-/3?2.;=.!#.834,03#,.4!:3#!7.40!8#"$0,$.4(!7./$%6"#-4(!

8#3:,2.4(!40"/;"#;4(!0.682"0.4(!$%.$-2,404(!03324(!=1,;.2,/.4(!#12.4!"/;!8#,/$,82.4(!"63/=!30%.#4A!!

B%.!8"8.#!"243!233-4!"0!436.!$%"22./=.4!"443$,"0.;!?,0%!.C8"/;,/=!0%,4!"88#3"$%!03!./41#.!"!

?,;.25!;,40#,710.;(!"1036"0.;(!$322.$0,9.!;.:./4.A!!

K10%./0,$"0,3/!$"/!,68#39.!0#140!,/!?"54!0%"0!./%"/$.!8#,9"$5!"/;!;.$,4,3/!6"-,/=A!!F0!,4!

,/0.=#"2!03!6"/5!$"8"7,2,0,.4!7.53/;!$57.#!;.:./4.(!"/;!0%.!8"8.#!233-4!03!0%.!.6.#=,/=!

S"0,3/"2!P0#"0.=5!:3#!B#140.;!F;./0,0,.4!,/!M57.#48"$.!>SPBFM@(!;.0",2.;!7.23?(!03!71,2;!"!4%"#.;!

:31/;"0,3/A!!B%.!8"8.#!$"224!:3#!,;./0,:,$"0,3/!"/;!"10%./0,$"0,3/!0.$%/323=,.4!0%"0!;.2,9.#!

"$#344!:,9.!38.#"0,3/"2!37T.$0,9.4R!4.$1#,05(!"::3#;"7,2,05(!."4.!3:!14.!"/;!";6,/,40#"0,3/(!

4$"2"7,2,05(!"/;!,/0.#38.#"7,2,05A!!K;;,0,3/"225(!0%.!8"8.#!$"224!:3#!$3/416.#!=1,;.4!0%"0!#"0.!

0.$%/323=,.4!"$#344!"22!:,9.!37T.$0,9.4!"/;!"44,40!4540.6!;.9.238.#4!"/;!3?/.#4!,/!6"-,/=!

8%"4.;!,68#39.6./04!"/;!4.2.$0,3/4A!!Q3#!"1036"0.;!$57.#!;.:./4.(!,0!$"224!:3#!40#3/=!

40"/;"#;4"7"4.;!;.9,$.!"10%./0,$"0,3/(!,/$21;,/=!:3#!43:0?"#.(!%"/;%.2;!;.9,$.4(!"/;!46"22(!

3:0./!?,#.2.44(!;.9,$.4!$36834,/=!6"44,9.25!4$"2"72.!=#,;4A!

B%.!8"8.#!"243!;#"?4!3/!$1##./0!#.4."#$%!3/!/.0?3#-"./"72.;!./0.#8#,4.4!0%"0!,4!#.$"40,/=!

0#";,0,3/"2!/30,3/4!3:!$366"/;!"/;!$3/0#32!,/!0%.!;,#.$0,3/!3:!:3$14!"/;!$3/9.#=./$.A!!Q3$14!

8#39,;.4!0%.!$3/0.C0!"/;!;.:,/.4!0%.!81#834.4!3:!"/!./;."93#(!710!,4!"=/340,$!#.="#;,/=!?%3!

6,=%0!7.!,/!$%"#=.!3#!8"#0,$12"#!2,/.4!3:!"10%3#,05A!!M3/9.#=./$.!#.:.#4!03!0%.!=3"2"4..-,/=!

8#3$.44!0%"0!=1,;.4!"$0,3/4!"/;!.::.$04(!710!#.$3=/,D.4!0%"0!$3/0#32!?3#-4!,/!"/!1/$3/9./0,3/"2!

6"//.#!,/!%,=%25!;,40#,710.;!4540.64A!!B%.!8"8.#!8#.4./04!"!:,9."2.9.2!6"01#,05!63;.2!:3#!

.$34540.6!:3$14!"/;!$3/9.#=./$.!0%"0!,4!"443$,"0.;!?,0%!,/$#."4,/=!"=,2,05!"/;!8#39,;.4!"/!

"88#3"$%!:3#!;.:,/,/=!%3?!03!"$%,.9.!"/;!.68235!0%.4.!9"#,314!2.9.24A!!U$34540.6!6"01#,05!,4!

:1#0%.#!.C823#.;!0%#31=%!"!;,4$144,3/!3:!%."20%5!"00#,710.4V.,=%0!:3#!0%.!.$34540.6!"/;!

.,=%0../!:3#!8"#0,$,8"/04!"/;!.C$%"/=.4A!

B%.!8"8.#!$3/$21;.4!?,0%!"!7#,.:!;,4$144,3/!3:!,/$./0,9.4!"/;!#.$366./;"0,3/4!:3#!0%.!?"5!

"%.";A!!F0!834,04!0%"0!0%.!423?!";380,3/!3:!"9",2"72.!7.40!8#"$0,$.4!"/;!0.$%/323=,.4!,/!0%.!:"$.!

3:!,/$#."4,/=!$57.#!"00"$-4!,/;,$"0.4!"/!,67"2"/$.!3:!,/$./0,9.4!"/;!8#3834.4!0%"0!7.00.#!"/;!

63#.!?,;.25!;,44.6,/"0.;!"==#.="0.;!"/;!"/3/56,D.;!,/:3#6"0,3/!"7310!0%.!:#.E1./$5!"/;!

"$01"2!%"#6!3:!$57.#!"00"$-4!,4!/..;.;A!!N.48,0.!0%.!6"/5!38./!E1.40,3/4!#.6",/,/=(!0%.!:,.2;!

,4!#,8.!:3#!82"//,/=!"/;!"$0,3/A!!Q..;7"$-!3/!0%,4!8"8.#!"/;!$366./0!3/!"22!"48.$04!3:!0%.!

8#372.6!"#.!?.2$36.!"0!$57.#:..;7"$-W;%4A=39A!
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!"#$%!&'(!&)**! !X!

!

>#$%-!8?!28"*-"*)!

UC.$10,9.!P166"#5AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA &!

Y"$-=#31/;!"/;!G1#834. AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA Z!

B%.!M"4.!:3#!"!!3#.!P.$1#.!M57.#!U$34540.6 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA Z!

Y1,2;,/=!Y23$-4!:3#!"!O."20%5!M57.#!U$34540.6AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA [!

Y1,2;,/=!Y23$-!*R!!K1036"0,3/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA [!

Y1,2;,/=!Y23$-!&R!!F/0.#38.#"7,2,05AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA **!

Y1,2;,/=!Y23$-!'R!!K10%./0,$"0,3/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA *\!

].5!M3/$.804AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA *[!

Q3$14(!M3/9.#=./$.(!"/;!!"01#,05 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA *[!

K00#,710.4!3:!"!O."20%5!M57.#!U$34540.6 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA &&!

K00#,710.4!3:!O."20%5!G"#0,$,8"/04 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA &X!

F/$./0,9.4!"/;!K;380,3/ AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA & !̂

_"5!K%.";AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA &\!

`2344"#5AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA &[!

!

!



!"#$%!&'(!&)**! !Z!

!

!

4#0@'+8,".!#".!A,+38)-!

B%,4!8"8.#!?"4!8#.8"#.;!1/;.#!0%.!;,#.$0,3/!3:!G%,2,8!a.,0,/=.#(!N.8105!b/;.#!P.$#.0"#5!:3#!0%.!

S"0,3/"2!G#30.$0,3/!"/;!G#3=#"64!N,#.$03#"0.!>SGGN@(!bAPA!N.8"#06./0!3:!O36.2"/;!P.$1#,05(!

?,0%!41883#0!:#36!0%.!SGGN!M57.#cP0#"0.=5!P0"::(!0%.!:.;.#"225!:1/;.;!O36.2"/;!P.$1#,05!

P540.64!U/=,/..#,/=!"/;!N.9.2386./0!F/40,010.!>OP!PUNF@(!"/;!0%.!SGGN!d::,$.!3:!

M57.#4.$1#,05!"/;!M3661/,$"0,3/4!>MPeM@A!!F/!&)*)(!SGGN!483/43#.;!"!=39.#/6./0!?3#-4%38!

03!;,4$144!"!;#":0!3:!0%,4!8"8.#A!!a.$366./;"0,3/4!:#36!0%"0!?3#-4%38!%"9.!7../!

,/$3#83#"0.;A!

B%,4!8"8.#!.C823#.4!"!:101#.!<!"!I%."20%5!$57.#!.$34540.6J!<!?%.#.!$57.#!;.9,$.4!$322"73#"0.!,/!

/."#"#."2!0,6.!,/!0%.,#!3?/!;.:./4.A!!F/!0%,4!:101#.(!$57.#!;.9,$.4!%"9.!,//"0.!$"8"7,2,0,.4!0%"0!

./"72.!0%.6!03!?3#-!03=.0%.#!03!"/0,$,8"0.!"/;!8#.9./0!$57.#!"00"$-4(!2,6,0!0%.!48#.";!3:!

"00"$-4!"$#344!8"#0,$,8"0,/=!;.9,$.4(!6,/,6,D.!0%.!$3/4.E1./$.4!3:!"00"$-4(!"/;!#.$39.#!03!"!

0#140.;!40"0.A!

B%,4!8"8.#!8#.4./04!0%#..!71,2;,/=!723$-4!"4!:31/;"0,3/"2!:3#!"!%."20%5!$57.#!.$34540.6R!

"1036"0,3/(!,/0.#38.#"7,2,05(!"/;!"10%./0,$"0,3/A!!B%.!8"8.#!0%./!$3/4,;.#4!%3?!0%.4.!71,2;,/=!

723$-4!$3/0#,710.!03!.$34540.6!6"01#,05!"/;!.C823#.4!,/$./0,9.4!:3#!$#."0,/=!41$%!"!4540.6A!!F0!

$3/$21;.4!?,0%!0%31=%04!3/!0%.!?"5!"%.";A!

B%.!./9,4,3/.;!./;"40"0.!,4!:3$14.;!48.$,:,$"225!3/!$"8"7,2,0,.4!0%"0!$"/!7.!"$%,.9.;!,/!0%.!/."#"!

"/;!6,;"0.#6!75!10,2,D,/=!40"/;"#;4"7"4.;!43:0?"#.!"/;!,/:3#6"0,3/!03!40#./=0%./!4.2:";.:./4.!

0%#31=%!"1036"0.;!$322.$0,9.!"$0,3/A!B%,4!8"8.#!,4!6."/0!03!8#393-.!;,4$144,3/!"/;!:1#0%.#!

.C823#"0,3/!3:!0%.!038,$A!

B%,4!8"8.#!,4!"9",2"72.!3/2,/.!"0!http://www.dhs.gov/xlibrary/assets/nppd-healthy-cyber-ecosystem.pdf.  

M366./04!"/;!:..;7"$-!"#.!?.2$36.(!"/;!6"5!7.!;,#.$0.;!03!$57.#:..;7"$-W;%4A=39A!!f31!

6"5!"243!$3/0"$0!$57.#:..;7"$-W;%4A=39!,:!531!"#.!,/0.#.40.;!,/!%340,/=!"!;,4$144,3/!3/!0%,4!

038,$A!

>6-!2#)-!?8+!#!B8+-!/-0,+-!21$-+!!08)1)*-9!

M57.#!"00"$-4!%"9.!7.$36.!63#.!:#.E1./0(!63#.!?,;.48#.";(!"/;!63#.!$3/4.E1./0,"2A!!

Q3#.$"404!:3#!&)**!"/;!7.53/;!8#3T.$0!$3/0,/1.;!,/$#."4.4!,/!730%!0%.!93216.!"/;!9,#12./$.!3:!

$57.#!"00"$-4A!!B%.4.!634025!1/"00#,710.;!,/$,;./04!#.;1$.!0%.!"9",2"7,2,05!3:!0%,4!9,0"2!6.;,16!

:3#!,/:3#6"0,3/!.C$%"/=.!"/;!,68",#!0%.!"7,2,05!3:!0%.!,/:3#6"0,3/!./9,#3/6./0!03!7.!"!6,44,3/!
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b/:3#01/"0.25(!,/!03;"5H4!6"#-.0(!4540.6!;.9.238.#4!"/;!3?/.#4!:,/;!:.?!,:!"/5!0.$%/323=,.4!

0%"0!;.2,9.#!3/!"22!:,9.!38.#"0,3/"2!37T.$0,9.4R!4.$1#,05(!"::3#;"7,2,05(!."4.!3:!14.!"/;!

";6,/,40#"0,3/(!4$"2"7,2,05(!"/;!,/0.#38.#"7,2,05A!!B%.!141"2!"88#3"$%!,4!03!;,9,;.!18!./0.#8#,4.4!

"/;!14.!83812"0,3/4!03!$3/0#32!"/;!9"#5!0%.!37T.$0,9.!0%"0!=.04!380,6,D.;A!!B%,4!$#."0.4!"!

$3682.C!2"/;4$"8.!3:!6120,82.!"10%./0,$"0,3/!0.$%/323=,.4!?,0%!2,6,0.;!,/0.#38.#"7,2,05(!

912/.#"72.!4.$1#,05!4."64(!"/;!7"##,.#4!03!714,/.44!3#!3#="/,D"0,3/"2!$%"/=.A!

K!%."20%5!$57.#!.$34540.6!$312;!%"9.!40"/;"#;4"7"4.;!"10%./0,$"0,3/!0.$%/323=,.4!0%"0!;.2,9.#!

63#.!$368#.%./4,9.25!"$#344!"22!:,9.!38.#"0,3/"2!37T.$0,9.4A!!B3!41883#0!/."#"0.#6!;.$,4,3/4(!

$3/416.#!=1,;.4!0%"0!#"0.!0.$%/323=,.4!"$#344!"22!:,9.!37T.$0,9.4!"/;!"44,40!4540.6!;.9.238.#4!

"/;!3?/.#4!,/!6"-,/=!8%"4.;!,68#39.6./04!"/;!4.2.$0,3/4!$312;!7.!"9",2"72.A!!Q3#!"1036"0.;!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

*Z
!A!!Q3#!";;,0,3/"2!;.0",2(!4..!0%.!!S"0,3/"2!P0#"0.=5!:3#!B#140.;!F;./0,0,.4!,/!M57.#48"$.(!"9",2"72.!"0!

%008Rgg???A;%4A=39gC2,7#"#5g"44.04g/4n0,$A8;:!!

!"#$%!&'(!&)**! !*\!

http://www.dhs.gov/xlibrary/assets/ns_tic.pdf


$57.#!;.:./4.(!"!%."20%5!$57.#!.$34540.6!$312;!%"9.!40#3/=!40"/;"#;4"7"4.;!;.9,$.!

"10%./0,$"0,3/(!,/$21;,/=!46"22!"/;!141"225!?,#.2.44!;.9,$.4!$36834,/=!6"44,9.25!4$"2"72.!=#,;4A!!

Q,/"225(!"!%."20%5!.$34540.6!$312;!%"9.!7#3";!?"54!03!.C8#.44!"/;!6"/"=.!0#140!0%"0!$367,/.!

0#140!"00#,710.4!"7310!8.382.(!0#"/4"$0,3/4(!0.$%/323=5(!"/;!,/:3#6"0,3/!,/03!/.?!;.$,4,3/!

:#"6.?3#-4!"/;!6.0#,$4A!!P1$%!:#"6.?3#-4!$312;!#.$3=/,D.!0%"0!0#140!,4!/30!"!7,/"#5!3#!40"0,$!

40"0.(!710!,4!:21,;!"/;!$3/;,0,3/.;!183/!.9329,/=!38.#"0,3/"2!"/;!./9,#3/6./0"2!:"$03#4A!

H-1!28"0-3*)!

I80,)J!28"<-+'-"0-J!#".!B#*,+&*1!

B%.!8#.9",2,/=!$3/40#1$0!:3#!$57.#4.$1#,05!,4!,22140#"0.;!,/!Q,=1#.![A!!M57.#4.$1#,05!8#3$.44.4!"#.!

"!$367,/"0,3/!3:!23$"2!"/;!=237"2!"$0,9,0,.4A!B%.!

;,40#,710,3/! 3:! "$0,9,0,.4! 7.0?../! 23$"2! "/;!

=237"2! 6"5! ;,::.#! :#36! 8#3$.44! 03! 8#3$.44(!

"$0,9,05!03!"$0,9,05(!8"#0,$,8"/0!03!8"#0,$,8"/0(!3#!

.9./0! 03! .9./0A! ! B%.! #"/=.! 3:! 23$"2"03"=237"2!

.C0./;4!:#36!0%.!$,#$1,0#5!?,0%,/!"!4,/=2.!$57.#!

;.9,$.! >.A=A(! "! 637,2.! 8%3/.(! 8.#43/"2!

$36810.#(! 6.;,$"2! ;.9,$.(! 3#! .2.$0#,$! =#,;!

$3683/./0@! 03! ;,40#,710.;! 43:0?"#.!

"882,$"0,3/4(! ;"0"! $./0.#4(! /.0?3#-4(! "/;!

$231;4A! B3! 41$$.44:1225! ;.:./;! "=",/40! "$0,9.!

"/;!,/0.22,=./0!";9.#4"#,.4!,/!41$%!$3682.C!"/;!

1/$.#0",/! /.0?3#-.;! ./9,#3/6./04(! $1##./0!

0%,/-,/=! 41==.404! 0%.! /..;! :3#! "! /.?! 9,.?! 3:!

$366"/;! "/;! $3/0#32(! 3/.! 0%"0! .68%"4,D.4!

"=,2,05(!:3$14(!"/;!$3/9.#=./$.R!

Q,=1#.![A!!G#.9",2,/=!M57.#4.$1#,05!M3/40#1$0!

!

F/!7#,.:(!"=,2,05!,4!0%.!$#,0,$"2!$"8"7,2,05!0%"0!3#="/,D"0,3/4!/..;!03!6..0!0%.!

$%"22./=.4!3:!$3682.C,05!"/;!1/$.#0",/05L!:3$14!8#39,;.4!0%.!$3/0.C0!"/;!;.:,/.4!

0%.!81#834.4!3:!0%.!./;."93#L!$3/9.#=./$.!,4!0%.!=3"2"4..-,/=!8#3$.44!0%"0!=1,;.4!

"$0,3/4!"/;!.::.$04A!AAAA!Q3$14!"4!"!#.82"$.6./0!:3#!$366"/;!48."-4!;,#.$025!03!

?%"0!$366"/;!,4!6."/0!03!"$$3682,4%!?%,2.!7.,/=!"=/340,$!?,0%!#.48.$0!03!0%.!

.C,40./$.!3:!436.3/.!,/!$%"#=.!3#!8"#0,$12"#!2,/.4!3:!"10%3#,05A!P,6,2"#25(!

$3/9.#=./$.!48."-4!;,#.$025!03!?%"0!$3/0#32!>0%.!9.#7@!,4!6."/0!03!"$%,.9.!?,0%310!

"44.#0,/=!0%"0!$3/0#32!"4!"!9.#7!,4!8344,72.!3#!;.4,#"72.A*^!!!

K4!41==.40.;!."#2,.#(!0%,4!8"8.#!:3$14.4!8#,6"#,25!3/!%3?!/.0?3#-.;!;.9,$.4!$"/!7.$36.!"$03#4!

,/!0%.,#!3?/!"/;!0%.!/.0?3#-H4!;.:./4.A!B3!,22140#"0.!"!#"/=.!3:!$"8"7,2,0,.4!0%"0!41$%!;.9,$.4!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

*^
!K=,2,05(!Q3$14(!"/;!M3/9.#=./$.R!B%.!Q101#.!3:!M366"/;!"/;!M3/0#32(!N"9,;!PA!K27.#04!>dKPN"SFF@(!B%.!

F/0.#/"0,3/"2!M&!h31#/"2(!m32!*(!S3!*(!&))\(!%008Rgg???A;3;$$#8A3#=g:,2.4gFM&hn9*/*n)*nK27.#04A8;:!

!"#$%!&'(!&)**! !*[!
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?,22!7.=,/!03!.673;5(!?.!8#.4./0!"!:,9."2.9.2!6"01#,05!63;.2!,/!Q,=1#.!iA*\!B%.!63;.2!$3/4,;.#4!

Q3$14!"/;!M3/9.#=./$.!>QeM@!,/!0.#64!3:!,/$#."4,/=!"=,2,05(!0%"0!,4(!.::.$0,9./.44!,/!;."2,/=!?,0%!

$%"/=.!39.#!0,6.A!!K4!?,0%!30%.#!6"01#,05!63;.24(!+.9.2!Z!#.8#.4./04!0%.!%,=%.40!2.9.2!3:!:3$14!

"/;!$3/9.#=./$.(!?%,2.!+.9.2!*!#.8#.4./04!0%.!23?.40A!!B%.!:,9."2.9.2!63;.2!,4!/30!"!/3#6"0,9.!

4$"2.A!!B%"0!,4(!+.9.2!Z!,4!/30!"2?"54!7.00.#!0%"/!+.9.2!'A!!M3661/,0,.4!6"5!380!03!38.#"0.!"0!

23?.#!2.9.24!:3#!#."43/4!3:!$340(!.::,$,./$5(!3#!30%.#!#."43/4A!!N.4$#,7,/=!0%.!.$34540.6!,/!0.#64!

3:!6120,82.!2.9.24!%.284!,22140#"0.!"/;!;.63/40#"0.!"!4540.6H4!%,=%!032.#"/$.!:3#!;,9.#4,05(!"4!

;,::.#./0!$3661/,0,.4!?,22!,/.9,0"725!%"9.!;,::.#./0!/..;4!"/;!7.!,/!;,::.#./0!40"=.4!3:!

.93210,3/!"0!"/5!=,9./!83,/0!,/!0,6.A!!Q3#!.C"682.(!0%.#.!"#.!"!/167.#!3:!310;"0.;!4540.6!

$3683/./04!?,0%,/!0%.!/"0,3/H4!$#,0,$"2!,/:#"40#1$01#.!0%"0!"#.!/30!"72.!03!,/0.#:"$.!?,0%!

63;.#/!4540.64!710!?,22!#.6",/!"/!,683#0"/0!8"#0!3:!0%.!.$34540.6!,/!0%.!/."#!0.#6A!!B%.!

"7,2,05!03!2."8":#3=!:#36!0%,4!2.="$5!0.$%/323=5!03!"!63;.#/!$57.#!,/:#"40#1$01#.!,4!436.0%,/=!

0%"0!4%312;!7.!.C823#.;A!

Q,=1#.!iR!Q3$14!"/;!M3/9.#=./$.!!"01#,05!!3;.2!:3#!S.0?3#-.;!U/9,#3/6./04!

;JA!C.&7'#&(!8-D-/+!

+.9.2!Z! U;=.!QeM! M%"#"$0.#,D.;!75!"!#3714025"/.0?3#-.;!$322.$0,3/!3:!;.9,$.4!

%"9,/=!?,;.48#.";!"/;!."45!"$$.44!03!,/:3#6"0,3/(!4%"#,/=!

,/:3#6"0,3/!.C0./4,9.25(!,/0.#"$0,/=!,/!"!#,$%!"/;!$3/0,/1314!

:"4%,3/(!"/;!%"9,/=!0%.!7#3";.40!8344,72.!;,40#,710,3/!3:!

;.$,4,3/!#,=%04A!!B%.!37T.$0,9.!3:!U;=.!QeM!,4!03!./"72.!0%.!

$3661/,05!03!4.2:"45/$%#3/,D.!,/!"/!"=,2.!"/;!";"80"72.!

6"//.#A!

+.9.2!X! M322"73#"0,9.!

QeM!

M%"#"$0.#,D.;!75!6120,82.!;.9,$.4!?3#-,/=!03=.0%.#!03?"#;!"!

$3663/!81#834.!"/;!1/;.#!"!4,/=2.(!4%"#.;!82"/A!!F/9329.4!"!

$3/4,;.#"72.!;.2.="0,3/!3:!;.$,4,3/!#,=%04!03!0%.!$3661/,05A!!

K,64!03!;.9.238!45/.#=,.4!75!/.=30,"0,/=!"/;!.40"72,4%,/=!

4%"#.;!,/0./0!"4!?.22!"4!"!4%"#.;!4.$1#,05!832,$5(!.40"72,4%,/=!

3#!#.$3/:,=1#,/=!#32.4(!$3182,/=!"$0,3/4(!"/;!75!./=./;.#,/=!

"!#,$%!4%"#,/=!3:!#.431#$.4!"/;!"?"#./.44A!

+.9.2!'! M33#;,/"0.;!

QeM!

M%"#"$0.#,D.;!75!6120,82.!;.9,$.4!#.2"0.;!75!6101"2!41883#0!

:3#!,/0./0(!.C8#.44.;!"4!2,/-4!7.0?../!"/;!"63/=!4.$1#,05!

832,$,.4!"/;!"$0,3/4!0%"0!#.,/:3#$.!"/;!./%"/$.!.::.$04!"23/=!

?,0%!436.!8332,/=!3:!#.431#$.4!:3#!48.$,:,.;!"$0,9,0,.4A!

+.9.2!&! N."$3/:2,$0.;!

QeM!

M%"#"$0.#,D.;!75!"!8"#0,0,3/,/=!3:!0%.!8#372.6!48"$.!"63/=!

;.9,$.4!03!"93,;!";9.#4.!$#344".::.$04A!!U40"72,4%6./0!"/;!

6",/0./"/$.!3:!0%.!8"#0,0,3/4!#.E1,#.4!2,6,0.;!,/:3#6"0,3/!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

*\
!K;"80.;!:#36!0%.!S3#0%!K02"/0,$!B#."05!d#="/,D"0,3/!>SKBd@!S.0?3#-!U/"72.;!M"8"7,2,05!>SUM@!M&!!"01#,05!

!3;.2(!Q.7#1"#5!&)*)!(!???A;3;$$#8A3#=!!

!"#$%!&'(!&)**! !*i!

http://www.dodccrp.org/


;JA!C.&7'#&(!8-D-/+!

4%"#,/=!"/;!,/0.#"$0,3/!"63/=!;.9,$.4A!

+.9.2!*! F432"0.;!!QeM! M%"#"$0.#,D.;!75!,/;,9,;1"2!;.9,$.4!.C.#$,4,/=!:3$14!"/;!

$3/9.#=./$.!3/25!39.#!0%.,#!3?/!#.431#$.4A!!O./$.(!0%.#.!,4!

/3!4%"#.;!37T.$0,9.L!/.,0%.#!,4!0%.#.!,/:3#6"0,3/!;,40#,710,3/!

/3#!"/5!30%.#!,/0.#"$0,3/!"63/=!;.9,$.4A!

B3!$3/4,;.#!%3?!41$%!"!63;.2!6,=%0!7.!"882,.;(!"!:#"6.?3#-!:3#!;.:,/,/=!"/;!0%,/-,/=!"7310!

0%.!48"$.!3:!"22!8344,72.!QeM!"88#3"$%.4!,4!%.28:12A!B%#..!9"#,"72.4!;.:,/.!0%.!.44./$.!3:!QeM(!

"/;!0%14!0%.!QeM!K88#3"$%!P8"$.!,4!,22140#"0.;!,/!Q,=1#.!*)!7.23?A!!

Q,=1#.!*)R!!Q3$14!"/;!M3/9.#=./$.!>QeM@!K88#3"$%!P8"$.
*[
!

!! !!!!!!!!

K4!Q,=1#.!*)!,22140#"0.4(!"/5!:3$14!"/;!$3/9.#=./$.!"88#3"$%!6"5!7.!9,.?.;!"4!"!:1/$0,3/!3:!

0%#..!,/0.##.2"0.;!;,6./4,3/4R!

*A B%.!"223$"0,3/!3:!;.$,4,3/!#,=%04!03!0%.!$3661/,05L!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

*[
!SKBd!SUM!M&!!"01#,05!!3;.2!

!"#$%!&'(!&)**! !&)!



&A B%.!8"00.#/4!3:!,/0.#"$0,3/!0%"0!0"-.!82"$.!7.0?../!"/;!"63/=!;.9,$.4L!"/;!

'A B%.!;,40#,710,3/!3:!,/:3#6"0,3/!"63/=!;.9,$.4A!

Q,=1#.!**!4166"#,D.4!%3?!0%.4.!0%#..!;,6./4,3/4!9"#5!"63/=!0%.!QeM!2.9.24A!

!

Q,=1#.!**R!N,6./4,3/4!3:!Q3$14!"/;!M3/9.#=./$.
*i
!

!!!

F/$#."4.;!"=,2,05!>639,/=!:#36!0%.!730036!2.:0!03!038!#,=%0!?,0%,/!0%.!QeM!"88#3"$%!48"$.!,/!

Q,=1#.!*)@!$"/!7.!9,.?.;!"4R!

! B%.!"7,2,05!3:!;.9,$.4!03!";380!.9.#!?,;.#!#"/=.4!3:!"88#3"$%.4L!

! B%.!"7,2,05!3:!;.9,$.4!03!#.$3=/,D.!"/;!";380!"/!"88#38#,"0.!"88#3"$%(!?%,$%!,4!

;.0.#6,/.;!75!0%.!/"01#.!3:!0%.!4,01"0,3/!"/;!%3?!,0!,4!2,-.25!03!.9329.L!"/;!

! B%.!"7,2,05!3:!;.9,$.4!03!$%"/=.!"88#3"$%.4!,:!/.$.44"#5!,/!"!0,6.25!6"//.#A!

M3/4,;.#,/=!QeM!?,0%,/!"/!"88#3"$%!48"$.!"243!41883#04!"!=#3?,/=!#.$3=/,0,3/!0%"0!0%.#.!6"5!

7.!/3!4,/=2.!7.40!4540.6!;.4,=/!3#!$3/:,=1#"0,3/(!/3!7.40!8#3$.44!:3#!"22!4,01"0,3/4!"/;!

$,#$1640"/$.4A!!a"0%.#!0%"/!380,6,D"0,3/(!0%.!1/$.#0",/05!,/!0%.!6,44,3/!48"$.!$367,/.;!?,0%!

0%.!;,9.#4.!"/;!,/0.#"$0,/=!.::.$04!3:!$31/0.#6."41#.4!"/;!0%.!$3682.C,05!,/%.#./0!,/!

$322.$0,9.!"$0,3/!2.";!03!"!/..;!:3#!"=,2,05A!!B%,4!6,=%0!6."/!0%"0!;.9,$.4!#310,/.25!38.#"0.!"0!

23?.#!2.9.24!3:!QeM!:3#!.$3/365!710!%"9.!0%.!"7,2,05!03!4?,0$%!03!%,=%.#!2.9.24!3:!QeM!:3#!

4.2.$0.;!4,01"0,3/4A!!F0!6,=%0!"243!6."/!0%"0!#310,/.!QeM!2.9.24!9"#5!75!;.9,$.4H!#32.4!3#!

23$"0,3/4!?,0%,/!0%.!.$34540.6A!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

*i
!SKBd!SUM!M&!!"01#,05!!3;.2!

!"#$%!&'(!&)**! !&*!



F/$#."4.;!"=,2,05!"63/=!$57.#!;.9,$.4!,4!/.$.44"#,25!;.8./;./0!183/!"/;!.C,404!,/!45/$%#3/5!

?,0%!0%.!"=,2,05!3:!0%.!3#="/,D"0,3/4!0%"0!3?/!"/;!38.#"0.!0%.6!"/;!0%.!714,/.44!3#!6,44,3/!

8#3$.44.4!0%"0!$3/416.!0%.,#!4.#9,$.4A!!B%.!0%#..!71,2;,/=!723$-4!;.4$#,7.;!."#2,.#!<!

"1036"0,3/(!"10%./0,$"0,3/!"/;!,/0.#38.#"7,2,05!<!,/$#."4.!"=,2,05!"/;!./"72.!$322.$0,9.!$57.#!

;.:./4.A!!N.$,4,3/!#,=%04!3#,=,/"0.!?,0%!8.#43/4(!3#="/,D"0,3/4!"/;!714,/.44!8#3$.44.4L!"/;!

,/0.#38.#"7,2,05!./41#.4!0%"0!"/5!;.2.="0,3/!03!$57.#!;.9,$.4!,4!$3661/,$"0.;!,/!"!?"5!0%"0!

730%!%16"/4!"/;!6"$%,/.4!$"/!1/;.#40"/;A!!K1036"0,3/!8#39,;.4!0%.!"7,2,05!03!"$0!183/!

;.2.="0.;!;.$,4,3/!#,=%04!"0!6"$%,/.!48..;(!"/;!"10%./0,$"0,3/!"223?4!0%.!;"0"!/.$.44"#5!:3#!"!

=,9./!;.$,4,3/!03!7.!0#140.;A!

;**+&$,*-)!8?!#!5-#%*61!21$-+!!08)1)*-9!

+33-,/=!"0!0%.!.$34540.6!0%#31=%!71,2;,/=!723$-4!"/;!6"01#,05!2.9.24!%.284!./9,4,3/!%3?!"!

%."20%5!.$34540.6!6,=%0!?3#-!"/;!%3?!,0!6,=%0!4.2:";.:./;!0%#31=%!"1036"0.;!$322.$0,9.!

"$0,3/A!!B%,4!4.$0,3/!7.=,/4!03!.C"6,/.!0%.!;.4,#.;!./;"40"0.A!!_%"0!6,=%0!7.!;,::.#./0!,/!"!

%."20%5!.$34540.6r!!_%"0!6,=%0!7.!0%.!9"21.!";;.;r!

F/!"!%."20%5!$57.#!.$34540.6(!?.!6,=%0!:,/;R!

! ,$B*'0.&#*$!1*$$-1&-:!.1'*++!+2.1-!.$:!&#0-A!!F/:3#6"0,3/!;,4$39.#.;!3#!$#."0.;!

,/!3/.!8"#0!3:!0%.!.$34540.6!$3/9.54!#"8,;25!03!30%.#4!#"0%.#!0%"/!7.,/=!4,23.;(!.A=A(!

,/:3#6"0,3/!,4!8#.4.#9.;!,/!?"54!0%"0!%.28!;,4$39.#!8"00.#/4!39.#!0,6.!"/;!$"/!7.!

$3/:,=1#.;!03!8#30.$0!G.#43/"225!F;./0,:,"72.!F/:3#6"0,3/!>GFF@!"/;!30%.#!4./4,0,9.!

;"0"A!

! >.2#:!.$:!-++-$&#.//(!7$#D-'+./!/-.'$#$9A!!!"$%,/.4!2."#/!:#36!."$%!30%.#!"/;!

8.382.!2."#/!:#36!6"$%,/.4A!

! K'-.&-'!.&&'#37&#*$A!!!"$%,/.4!"/;!%16"/4!?3#-!03=.0%.#!03!,68#39.!"00#,710,3/!

?%.#.!/..;.;!?%,2.!./%"/$,/=!8#,9"$5A!

! E-=!.$./(&#1+A!!N"0"!:#36!6120,82.(!30%.#?,4.!;,4$#.0.!431#$.4!>.A=A(!4./43#4(!#.;!

0."64(!0#3172.!0,$-.04@!"#.!:14.;(!"==#.="0.;!3#!30%.#?,4.!0#"/4:3#6.;!03!$#."0.!

/.?!,/0.22,=./$.A!

! K'-.&-'!$-&=*'"!'-.16A!!P.$1#,05!$3/0./0!,4!4.8"#"0.;!:#36!;.2,9.#5!6.$%"/,464!

"/;!6"/"=.;!"4!"/!.$34540.6!"44.0A!!U"#2,.#!#.4."#$%!,/!B",23#.;!B#140?3#0%5!

P8"$.4&)!#.41204!,/!83?.#:12!/.?!?"54!03!?3#-!"$#344!6120,82.!0#140!3#!$2"44,:,$"0,3/!

2.9.24A!

! E-=!:-B-$+#D-!&.1&#1+A!!U"#2,.#!#.4."#$%!,/!!39,/=!B"#=.0!N.:./4.&*(!$367,/.;!?,0%!

4%"#.;!4.$1#,05!832,$,.4!"/;!/.?!,/0.22,=./$.(!./"72.4!/.?!$31#4.4!3:!"$0,3/!41$%!"4!

;5/"6,$!/.0?3#-,/=!3#!1/$.#0",/05A!!F/!30%.#!?3#;4(!"00"$-4!3/25!?3#-!3/$.!>,A.A!3/.!

9,$0,6!3#!3/.!;.9,$.@!,:!"0!"22A!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

&)
!Q.;.#"2!M57.#4.$1#,05!`"6."$%"/=.!a.4."#$%!"/;!N.9.2386./0!>aeN@!B%.6.4(!

%008Rgg$57.#4.$1#,05A/,0#;A=39g8"=.g:.;.#"2"$57.#4.$1#,05"*!!
&*
!Q.;.#"2!M57.#4.$1#,05!`"6."$%"/=.!a.4."#$%!"/;!N.9.2386./0!>aeN@!B%.6.4!

!"#$%!&'(!&)**! !&&!

http://cybersecurity.nitrd.gov/page/federal-cybersecurity-1


! 8#B-1(1/-!;--:3.1"A!!a,$%!:..;7"$-!23384!:#36!38.#"0,3/4!,/03!0%.!:#3/0!./;!3:!

4540.6!"/;!0.$%/323=5!2,:.!$5$2.4!#.;1$.!$3404(!4%3#0./!";380,3/!$5$2.4(!"/;!

,68#39.!.$34540.6!%."20%A!

K/30%.#!?"5!03!.C"6,/.!0%.!;.4,#.;!./;!40"0.!,4!0%#31=%!0%.!E1"2,0,.4!3#!"00#,710.4!0%.!71,2;,/=!

723$-4!6,=%0!%.28!$#."0.A!!K!%."20%5!$57.#!.$34540.6!6,=%0!7.R!!

! ,$1/7+#D-4!!U/$368"44,/=!$"8"7,2,0,.4!.67.;;.;!,/!"/!.9.#"?,;./,/=!?.7!0%"0!

.C0./;4!:"#!7.53/;!0#";,0,3/"2!/30,3/4!3:!0%.!8172,$!F/0.#/.0!3#!3:!,/:3#6"0,3/!

0.$%/323=5!>FB@!"/;!4.#9,$.4A!!K!%."20%5!$57.#!.$34540.6!?312;!,/$21;.!0%.!P6"#0!

`#,;!?,0%!,04!./.#=5"$3/0#322.;!%36.!/.0?3#-4!"/;!FG!";;#.44"72.!"882,"/$.4(!0%.!

/.C0!=./.#"0,3/!3:!0%.!S"0,3/"2!K,#48"$.!P540.6!?%,$%!0"-.4!";9"/0"=.!3:!4"0.22,0.!

$"8"7,2,0,.4(!"/;!0%.!2"#=.!/167.#!3:!2.="$5!;.9,$.4!"/;!$3/0#32!4540.64!?%,$%!6140!

,/0.#38.#"0.!?,0%!0%.!/.?.40!0.$%/323=,.4A!!

! %BB-1&#D-A!!K72.!03!;.:./;!"=",/40!"22!058.4!3:!$57.#!0%#."04(!,/$21;,/=!418825!$%",/!

"00"$-4L!#.630.!3#!/.0?3#-"7"4.;!"00"$-4(!,/$21;,/=!0%34.!2"1/$%.;!75!438%,40,$"0.;!

"/;!?.22"#.431#$.;!"00"$-.#4!14,/=!8.#4,40./0!6.0%3;4L!!8#3C,6"0.!3#!8%54,$"2!

"00"$-4!3#!";9.#4.!.9./04L!"/;!,/4,;.#!3#!;,4=#1/02.;!.68235..!"00"$-4A!

! !0.'&A!!K72.!03!4./4.!0%.!./9,#3/6./0(!#.$3=/,D.!8"00.#/4(!"/;!4%"#.!,/:3#6"0,3/!,/!

/."#"#."2!0,6.!"$#344!4.$03#4!"/;!$3661/,0,.4!"0!730%!0%.!%16"/!"/;!6"$%,/.!

2.9.24!,/!3#;.#!03!"441#.!"10%3#,D.;!0#"/4"$0,3/4(!8#.9./0!0%.!6340!4.#,314!4.$1#,05!

7#."$%.4!"/;!,/$#."4.!#.483/4.!.::.$0,9./.44!?%./!7#."$%.4!3#!30%.#!";9.#4.!

.9./04!;3!3$$1#A!!!

! L.''#-'"B'--4!!O"9,/=!4.$1#,05!$%3,$.4!,/40"/0,"0.;!,/!$3/:,=1#"72.!;,=,0"2!832,$,.4!

#"0%.#!0%"/!7.,/=!I%"#;?,#.;J!,/!/.0?3#-!3#!4540.6!;.4,=/4!3#!,6834.;!75!

0.$%/323=5!2,6,0"0,3/4!3#!4%3#0:"224A!!N.4,=/.#4!?312;!;.4,=/!?,0%!0%.!"441680,3/!

0%"0!.9.#50%,/=!?,22!7.!4%"#.;!?,0%!.9.#53/.(!"/;!0%.!3/25!7"##,.#4!03!$322"73#"0,3/!

?312;!7.!0%34.!,6834.;!75!832,$5A!

! M2&#0#N-:4!!O"9,/=!$"8"7,2,0,.4!"/;!;.$,4,3/!6"-,/=!"223$"0.;!"63/=!%16"/4!"/;!

6"$%,/.4!43!"4!03!7.40!2.9.#"=.!0%.!40#./=0%4!"/;!$5$2."0,6.4!3:!."$%(!$3/4,40./0!

?,0%!6",/0",/,/=!"=,2,05A!!Q1#0%.#(!%"9,/=!$57.#!;.:./4.!3#="/,D.;!43!0%"0!6"$%,/.4!

;.:./;!"=",/40!6"$%,/.4!"/;!8.382.!;.:./;!"=",/40!8.382.A!

! O$:-'+&.$:.3/-A!!O"9,/=!4.$1#,05!.C8#.44.;!,/!14.#!3#!40"-.%32;.#!0.#64!#"0%.#!0%"/!

,/!48.$,"2,D.;!4.$1#,05!IT"#=3/J!"/;!#.$3=/,D,/=!0%"0!.9.#53/.!,4!"!$57.#4.$1#,05!

40"-.%32;.#A!!Q3#!.C"682.(!40"-.%32;.#4!6,=%0!?"/0!=237"2!9,4,7,2,05!,/03!0%.!$57.#!

./9,#3/6./0(!0%.!"7,2,05!03!E1.#5!0%.!./9,#3/6./0!"/;!=.0!7"$-!"!%,=%!:,;.2,05!

"/4?.#(!"/;!0%.!"7,2,05!03!#"0,3/"2,D.!4.$1#,05!$3404A!

! @++7'-:4!!K72.!03!4140",/!$3/416.#!$3/:,;./$.!39.#!0,6.A!!B%,4!6,=%0!6."/!639,/=!

7.53/;!0#";,0,3/"2!4.$1#,05!/30,3/4!3:!I8#.9./0,/=!1/?"/0.;!0#"/4"$0,3/4J!03!

I./41#,/=!0%.!#,=%0!0#"/4"$0,3/4!3$$1#(J!?%,$%!$312;!$3/0#,710.!63#.!7#3";25!03!"!

4./4.!3:!$3/416.#!4":.05!"/;!0#140!,/!4.$03#!38.#"0,3/4!:3#!0#"/483#0"0,3/(!./.#=5(!

%."20%(!.0$A!

!"#$%!&'(!&)**! !&'!



! O+.3/-A!!O"9,/=!"44.6725(!$3/:,=1#"0,3/(!38.#"0,3/"2(!"/;!8.#:3#6"/$.!8#38.#0,.4!

0%"0!"#.!40#",=%0:3#?"#;!"/;!?.22"7.%"9,/=(!#"0%.#!0%"/!39.#?%.26,/=25!

$3682,$"0.;(!7#,002.(!"/;!.##3#"8#3/.A!

;**+&$,*-)!8?!5-#%*61!A#+*&0&3#"*)!!

h140!"4!%."20%5!,/;,9,;1"24!"#.!.44./0,"2!03!%."20%5!$3661/,0,.4(!%."20%5!8"#0,$,8"/04!"#.!

.44./0,"2!03!"!%."20%5!$57.#!.$34540.6A!!M57.#!.$34540.6!8"#0,$,8"/04!,/$21;.!8.#43/4!>730%!

,/;,9,;1"24!"/;!./0,0,.4@(!;.9,$.4(!"/;!8#3$.44.4A!

G.#43/4!?%3!"#.!I1/%."20%5J!$57.#!8"#0,$,8"/04!6,=%0!2"$-!"?"#./.44!3#!4-,224(!3#!0%.5!6"5!/30!

7.!?%3!0%.5!$2",6A!!G.#43/4!?%3!"#.!I%."20%5J!$57.#!8"#0,$,8"/04!6,=%0!%"9.!$3/0,/1,/=!"$$.44!

03!"!#"/=.!3:!.;1$"0,3/(!0#",/,/=!"/;!"?"#./.44!3883#01/,0,.4(!,/$21;,/=!710!/30!2,6,0.;!03!

.C.#$,4.4(!4,612"0,3/4(!"/;!:1225",66.#4,9.!2."#/,/=!./9,#3/6./04A!!Q1#0%.#(!0%.5!6,=%0!%"9.!

9"2,;"0.;!4-,224!0%"0!%"9.!7../!$3;,:,.;!:3#!0%.,#!3$$18"0,3/4!3#!834,0,3/4!"/;!40#3/=25!8#33:.;!

$57.#!,;./0,0,.4A!

Ib/%."20%5J!$57.#!;.9,$.4!>$36810.#4(!43:0?"#.(!"/;!$3661/,$"0,3/4!0.$%/323=,.4@!2"$-!

"?"#./.44(!:1/$0,3/"2,05(!3#!$"8"$,05!3#!:."01#.!81#834.:12!;.$.80,3/4A!!IO."20%5J!$57.#!;.9,$.4!

"#.R!

! !-/B!@=.'-A!!O"9,/=!0%.!"7,2,05!03!$322.$0!,/:3#6"0,3/!"7310!4.$1#,05!8#38.#0,.4(!;#"?!

$3/$214,3/4(!"/;!#.83#0!3#!"$0!183/!0%.!$3/$214,3/4A!

! O+-'!@=.'-A!!O"9,/=!0%.!"7,2,05!03!$322.$0!3#!#.$.,9.!"/;!8#3$.44!,/:3#6"0,3/!"7310!

41883#0.;!14.#4(!6,44,3/4(!3#!714,/.44!8#3$.44.4!3#!"44,=/.;!#32.!,/!"!2"#=.#!$57.#!

,/:#"40#1$01#.!8214!"7,2,05!03!;#"?!$3/$214,3/4(!#.83#0!3#!"$0!183/!0%.!$3/$214,3/4(!"/;!

,682.6./0!832,$,.4!0%"0!"441#.!14.#!8#,9"$5A!

! %$D#'*$0-$&.//(!@=.'-A!!O"9,/=!0%.!"7,2,05!03!$322.$0!3#!#.$.,9.!"/;!8#3$.44!,/:3#6"0,3/!

"7310!0%.!4.$1#,05!3:!41##31/;,/=!$57.#!;.9,$.4!3:!,/0.#.40!3#!0%.!$57.#!./9,#3/6./0(!

;#"?!$3/$214,3/4(!"/;!#.83#0!3#!"$0!183/!0%.!$3/$214,3/4A!

! !0.'&A!!O"9,/=!0%.!"7,2,05!03!#.0#348.$0,9.25!.C"6,/.!.9./04!"/;!"443$,"0.;!#.483/4.4(!

$3##.2"0.!%,403#,$"2!8"00.#/4!?,0%!$1##./0!40"014!;"0"(!"/;!.,0%.#!4.2.$0!:#36!"!#"/=.!3:!

KMdK4!3#!:3#612"0.!"!/.?!KMdKA!!UC"682.4!3:!KMdK4!0%"0!6"5!7.!;.8235.;!,/!/."#"#."2!

0,6.!,/$21;.!:,20.#,/=!3#!#."#310,/=!0#"::,$(!$3#;3/,/=!3::!83#0,3/4!3:!0%.!/.0?3#-!3#!

"882,$"0,3/4(!$%"/=,/=!"$$.44!2.9.24(!#.$3/:,=1#,/=!"44.04(!"/;!E1"#"/0,/,/=!14.#4A!

! @7&*$*0*7+/(!>-.1&#$9A!!O"9,/=!0%.!"7,2,05!03!,/,0,"0.!"/!KMdKA!

! F($.0#14!!O"9,/=!0%.!"7,2,05!03!"20.#!"88."#"/$.!3#!8.#43/"A!!F;."225(!"20.#"0,3/4!"#.!

./"$0.;!3/!$5$2.!0,6.4!0%"0!"#.!4%3#0.#!0%"/!0"#=.0!"$E1,4,0,3/!"/;!"00"$-!.C.$10,3/!

0,6.4A!!Q3#!.C"682.(!03;"5H4!4540.64!0./;!03!#.25!3/!4.2.$0.;!4540.6!8"#"6.0.#4!:3#!

4.$1#,05(!41$%!"4!;1#"0,3/!3:!0,6.3104!3#!$3##180,3/!0%#.4%32;4A!!B58,$"225(!0%.4.!

8"#"6.0.#4!"#.!$%34./!,/!";9"/$.!"/;!:,C.;!:3#!0%.!2,:.0,6.!3:!0%.!4540.6A!!Q101#.!

;.9,$.4!$312;!6"-.!0%.4.!8"#"6.0.#4!9"#,"72.A!!K;;,0,3/"225!3#!"20.#/"0,9.25(!

9,#01"2,D"0,3/!$312;!7.!.68235.;!03!8#3T.$0!6120,82.!;.$35!4540.64!03!$3/:14.!"00"$-.#4!

"/;!03!:#.E1./025!#322!7"$-!"$01"2!4540.64!03!"!-/3?/!=33;!40"0.!,/!3#;.#!03!379,"0.!

!"#$%!&'(!&)**! !&X!

Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia


Gabriel Raia




! A*//.3*'.&#D-A!O"9,/=!0%.!"7,2,05!03!?3#-!,/!8"#0/.#4%,8!?,0%!30%.#!8"#0,$,8"/04!03!$322.$0!

"/;!"44.44!4.$1#,05!,/:3#6"0,3/(!"/;!4.2.$0(!:3#612"0.(!3#!"20.#!"/!KMdK!,/0./;.;!03!

$31/0.#!"/!"00"$-!3#!4140",/!8#,3#,05!4.#9,$.4A!

! P-&-'*9-$-*7+4!!O"9,/=!0%.!"7,2,05!03!$322"73#"0.!?,0%!30%.#!8"#0,$,8"/04!14,/=!"!

$3663/!$3661/,$"0,3/4!$%"//.2!;.48,0.!;,::.#./$.4!,/!"::,2,"0,3/(!4.$1#,05!832,$,.4!3#!

4.#9,$.!2.9.2!"=#..6./04A!

! F#D-'+#B(#$94!!O"9,/=!0%.!"7,2,05!03!4./4.!0%.!"88."#"/$.!3#!8.#43/"!3:!41##31/;,/=!

;.9,$.4!"/;!03!6"-.!3/.4.2:!;,::.#./0!:#36!30%.#!;.9,$.4A!

! >-+#/#-$&4!!Q3#!$57.#!;.:./4.!81#834.4(!%"9,/=!41::,$,./0!$"8"$,05!03!4,6120"/.31425!

$322.$0!3#!#.$.,9.!"/;!"44.44!4.$1#,05!,/:3#6"0,3/(!.C.$10.!"/5!KMdK(!6"-.!"20.#"0,3/4!

03!0%.!KMdK!"4!/..;.;(!"/;!4140",/!"=#..;!183/!4.#9,$.!2.9.24A!

! 5'7+&=*'&6(4!!G.#:3#6,/=!"4!.C8.$0.;!<!"/;!3/25!"4!.C8.$0.;!<!;.48,0.!./9,#3/6./0"2!

;,4#180,3/(!14.#!"/;!38.#"03#!.##3#4(!"/;!"00"$-4!75!%340,2.!8"#0,.4A!!B%#..!"88#3"$%.4!

:3#!"$%,.9,/=!0#140?3#0%,/.44!"#.!43:0?"#.!"441#"/$.&&(!%"#;?"#.!./"72.;!0#140!>.A=A(!

B#140.;!M36810,/=!`#318"7"4.;!0.$%/323=,.4(!"443$,"0.;!4540.6!"#$%,0.$01#.4!41$%!"4!

S.0?3#-!K;6,44,3/!M3/0#32!3#!B#140.;!S.0?3#-!M3//.$0,3/!"/;!0#140.;!9,#01"2,D"0,3/@!

"/;!;"0"!8#39./"/$.!>.A=A(!6.0";"0"!0"=4!"/;!2"7.24!$3/0",/,/=!,;./0,05(!3#,=,/(!"/;!

0#"/4:3#6"0,3/!%,403#5@A!

Ib/%."20%5J!,/:3#6"0,3/!.C$%"/=.4!4%312;!7.!.C8./4,9.!3#!;,::,$120!03!";"80A!!d#!0%.5!6,=%0!7.!

."4,25!$368#36,4.;(!;,4#180.;(!3#!$3##180.;A!!IO."20%5J!,/:3#6"0,3/!.C$%"/=.4!"#.R!

! !-17'-A!!P.$1#.!.C$%"/=.4!"#.!0%34.!,/!?%,$%!0%.!,;./0,0,.4!3:!"22!8"#0,$,8"/04!,/!"/!

.C$%"/=.!"#.!"10%./0,$"0.;(!"88#38#,"0.!;,=,0"2!,;./0,0,.4!"/;!6,/,616!"00#,710.!;"0"!

"#.!"44.#0.;(!"/;!0%.!912/.#"7,2,05!3:!"/5!$3661/,$"0,3/4!,/!0%.!.C$%"/=.!03!

1/"10%3#,D.;!,/0.#$.80,3/(!;,9.#4,3/(!"$$.44(!14.(!63;,:,$"0,3/!3#!;,4$2341#.!,4!

6,/,6,D.;&'A!! 

! %$D#'*$0-$&.//(!!7+&.#$.3/-4!!U/9,#3/6./0"225"4140",/"72.!.C$%"/=.4!"#.!40#1$01#.;!

:3#!0%.!6340!#"0,3/"2!14.!3:!$57.#!#.431#$.4!>2."40!.::3#0@(!"#.!7"/;?,;0%!:#,./;25(!."45!

03!";6,/,40.#(!"/;!."45!03!"$%,.9.!>:3#!.C"682.(!"#.!7#3";25!,/$3#83#"0.;!,/03!

$366.#$,"2!43210,3/4@A!

! >.2#:/(!17+&*0#N.3/-4!!a"8,;25"$14036,D"72.!.C$%"/=.4!"#.!./"72.;!75!14.#"

$3/:,=1#"72.!8#3:,2.4(!8"#"6.0.#4!"/;!#12.4!"/;!75!38./!"882,$"0,3/!8#3=#"66,/=!

,/0.#:"$.4!>KGF4@A!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

&&
!NOP!P3:0?"#.!K441#"/$.!G#3=#"6(!%0084Rgg71,2;4.$1#,05,/A14"$.#0A=39g4?"g!!

&'
!S"0,3/"2!P0#"0.=5!:3#!B#140.;!F;./0,0,.4!,/!M57.#48"$.!>SPBFM@!

!"#$%!&'(!&)**! !&Z!

Gabriel Raia


Gabriel Raia


Gabriel Raia




! 8#96&=-#96&!.$:!/**+-/(!1*72/-:4!!+,=%0?.,=%0!"/;!2334.25"$3182.;!.C$%"/=.4!"#.!0%34.!
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